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Communication syst^K for remote operation of oRnestic apparatus, 
performs encryption of control data using keys and encryption algorithm 
read from IC card and transmits data with ID code to domestic terminal 

^4ATSUSHITA DENKI SANGYO KK 2001.02.27 2001JP-051882 
(2002.09.13) H04L 9/10, G09C 1/00, H04L 9/14, H04Q 9/00, 9/14 
Novelty: An IC card (107) storing some keys and encryption algorithm 
corresponding to ID code of eacli apparatus, is read. A controller (209) performs 
encryption of control data using keys and encryption algorithm and transmits data 
with identification code to a domestic terminal (100). The domestic terminal decodes 
encryption data depending on the identification code. 

Use: For remote operation of domestic apparatus such as video tape recorder (VTR) 
, air-conditioner, rice-cooker, etc. 

Advantage: Ensures high safety as only identification code is utilized for controlling 
apparatus operation. Increases processing speed even without using expensive 
processor. 

Description of Drawing(s): The figure shows the block diagram of the domestic 

terminal and IC card. (Drawing includes non-English language text). 

Domestic terminal 100 

IC card 107 

Controller 209 
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JRSS*1 0 6*^^>S5«fflJa*l 0 OtC^^^-y hV-^' 

1 0 5«r:n-LT<2)X-ri.. ^Sffl^*! 0 OTti, IM? 
«|Pa*<SoTHg^A*«#^k (Bt^A. Pa) U S 



!(3) 0 0 2-261749 <P2002-26JL8 



[00081 

ilS. mk'6:m\<'^ti^msm^ij^f>iRSA (Rive 
sl,Shainir.Adleiiian ) Bf^:6-^fci3V%Tti. i^fiiOmW 

[00091 *%BB«. J: 9 ^:raS^{cffi;^T«ISg 
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imit-r{>mm^mmx.x\M>, 
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*tjC^-6BW«03-KfJbO, CPU2 04l±, SifcW 

[0033]»:(C. IC;&-K10 7?&^iifflJg*10 
OtCffAL, I C;ir— HI 07CO;<f-H I/F2 0 65: 
^SfflJlB*10 0<O;&-HI/F2 0 5{cSi^-ri.. ^ 
LX. RAM2 0 l{CiE«U7t«l<0<t$gS:. ^fflSi 
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fPjSKTKrSSSfflJg* 1 0 0 fc-b .y KLT*5V^T <> i: v\ 
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?r«ljnL/ct>cOi£rBg^<l:LT.. B&^-r-:J'3 0 2i&^ 
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[0039] ClCl-C, *effl^*l 0 0£7)ROM2 0 3 
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aifcS2 0 oxm.Lfz'Sim.\.zm^\^xm&^\^- h 3 o 

SSr^L, RAM2 0 1H#l#$ix-Ci^2.^1<Offi^ 
)&»4>SSSfl3 - H 3 0 8 kzni& U^Uff-T/l-rf 'J Xis tfil 
S:fflV^TSm^7^5^-f ACKfflf^3 1 O^Bf^ittT 
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H^X7*-^307fc. ^L«:MSd3-F3 0 8Rt/ 
Bt^T-:J' 3 0 9 i:*^fe'3r^p;f^7 *-V y KOS^S 

Oft-^S:^JSSS*l 0 6tcilHrr2.. 
[004 1] c:<o{i^^seUA:^RJi*i 0 6-C«, 
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iOfllSL, Ht^-7*-^'3 0 9J£:8[#fl:UT, ACKffi 
$83 lOi:mi-thZbTmmi:mi'th, 

[0042] i d {iz-th :itx. ffi^ai^ryi^:rf-u 
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[00451 i^ti, ^SfflSg*l 0 0C04 0 5ii^«ig 
*1 0 6<0THWXS^-ri PTHWXx-:*', 4 06 
«xrn yt2R|-ri.ffi««0S^g^T«r*t- AC K^pg, 

nX'h^. 4 0 1«<^SJS5|?1 oefflST-fiBBLTt 
OhI31imtCxr3:^ffl^l)3-HA. 4 0 3tiVTRffl 

[0046] :^tmmco>':^7-j^v(,i. mtmm i r- 
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[0 0 4 8] Zff)i^:^7-MZiiK^XI,i. ^SffltSSlO 

1,10 2 Sr^js^* 1 0 ei)-{^immi^-t&mz^ t 

-f. MAI C:^-Y 1 0 7 i^Jimf^^l 0 eiz-iz-y h 

^cOi:^«iS*l 0 6{c*JV^T, e^<OS?fiffl^*l 
00<OI PTHP-X?: I Pr HV-Xt^— ^'400fc LT 

Rl 0 1 txT^yi 02i: UTV%S, ^Tt. ffj^Uit 
J:?t. MISfl^-H&t/SJffllx-^'ti, VTRl 0 Iffl 
3&^!|3-h*A4 0 IRrmmf-^A O XT3 
y 1 0 2ffl*<iKS03-b'B4 0 3at/iW«iP7*-^4 0 4 

[00 501 ^jft^ 10 6rift^$^L^rt^t±, ic 

Xr-H10 7cORAM2 0 7tCfii«rSnS. I 

C;ir-Kl 07cOCPU209ti. ^*^«ft#$fl/c*2 
<0#IS3!|n - H izitm Lt:vm-TlU:f U XA jgii: R A 
M2 0 7*»*>W^U, '?-<^Sila-Hfc:««;t^r;U:f 

vxM.tmm^^xmmmnc7)mmy'~:?4 o 2 tsj 

1WT-^'4 04S:Bf^fl:-r^.. -E-LT. 04<^^JRfi8* 

loefiBtcsvri^tc. iPTHP::^7'-^'4oo. m 



»IJ3-KA40 1, WP7'-:J'4 02, iS»!In-KB4 

0 3, «Iffllx-^'4 0 4*>^.^rSF;rS7;J— -r-y 
<iffl7*-^'Sr#^U. C:<7)x-:5'S:4:^«S|g*10 6<OI 
PTHW;^-r-^'40 5i:^ttcS5terasS8*l 00tc/2Jt^ 
;T-y bV-^ 1 0 5«::ft-LTi^-r&, 

[0051] Sit L-Tt^Kffl^* 1 0 OdTii. CPU 
2 0 4j&<RAM 2 0 1 tC«i^U-C V^|)^2«0l^^(CSg'i> 
L-khit. ilS«3-FA4 0 1i:tS8«3-KB4 0 3ti 
J5t^>:iif-^T;l^:f'JXi»i:liS-5i^L. mic:. #lilS'J 

■r-:?4 0 2fc««»7*-:^4 04 Sr-^-tt-mm^tT 

7c<o$ijpx-^'^^-rs, ^mm^i 0 oocpu 

2 0 4l±, LAN10 4iit-LXmm'f-i'40 2{:V 
TR 1 0 1 (C, ftiJ«l7'-:J'4 0 4 S-xrn^- 1 0 2(Cte 

Bf^-f-:J'tCSYNCyN*:J'->'5r^»6TJ3S, -T- 

(00521 <J:tc, SJiifflflS5f;ioott. vtrioi 

tcBg-ri.itlBcOg«^T^*-rWI8S:SSSiJ3-HA4 0 

1 fc*tJ6Lfcl«#r;U=fUXAi:«t^fflV^TBf^<bUT 
ACK<SfH4 0 6*4«U isi«t=. xr3:^l0 2fc: 
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re-rSfS?g«OS^*5fTSrS^-r«?gl&i6S«3- H B 4 O 3 
(cnfS UTtBt^T/Wrf 'J XA i: HS-fflV ^TH&^it LX A 
CKfflf«4 0 7S:^-rS. -S-LT, SfgUcI PTK 
UX7*-^'4 0 5t, aajn-HA40 1, ACKffi« 
40 6, M803-HB4O3, &t^AC K1tf84 0 7 t 

1 0 0 5 3 1 S« L^<&JJi«* 1 0 6-C«, SmLfcS 
«e#x-:J'tC-^4arv^SSI8!l3-HA4 0 1 tS^iJ 
3-FB4 0 3t:jEtt, C P U 2 0 9 *<Bt^TA':f J 
XAi:liSrRAM2 0 7J:'9iiS-f-S. ^LT. ACK 
<f$fi4 0 6i:ACK«?g4 0 7i&ffi-§-<l:LT, C<OAC 

iX, S»iW(CRAM2 0 12at/RAM2 0 7cO^2i0x 
xcoSv^rn-fe »/ -t^i&fflv < -C ti!!ra3S«$-3SE< ^1. 

1 0 0 5 5 1 {mmmMs-) ijctc, ii5*^<,ia7Sr#Hg 
L-c*^Hjtfosyfe0»g 3 sriiBg-t s . ^ cr>mm&m 3 

ll^©B^Sl<oii^I^^X7^a^^^iav>T, ^SMUStsl 
0 0 1 ^^Rfig* 1 0 6 i <^-r£Oi^(c:r ^ ^txHIIRx 

[00 56] H5l±, ^Sffl«5|;i ooor^'-fexiHia 
x-^'t, IC;»&-K1 0 7<or^-feX|g»^-^'i:$r 
fflV^Tfirajlilt^^Sr^LTV*^. 5 0 0«IC:)!r-H 

10 7*««l^L-Cl^ST^'-feXiggc-7*-:J'. 5 0 Hi I 
Cj&-H10 73&«fiiJtLtvii,^«, 5 0 2t±m^ 

sg*! oo*<«»tTV'>-&T^'^r;^^llla:7-'-^'. 503 
fc, ^(msizts^^xmsbm-n^i. m-mmi^ 

[00 571 ^eOi^X-rJU-CCi. ^T. 01. S2c0<« 
JSCtJ>r>-C, mSffl^l 0 0<OCPU2 04*^ mc. 
«S2 0 0K2Oi0SUR^||±S-li:S. -f-UT, -:*-<oa 

ai&r^'-bxiiiax-^'5 0 2fcL.. t3-:&<osut^ 

^«5 0 3i:LrRAM2 0 1tCfil^t, |3|«tw2o 
COSUSS-;*- H I /F 2 0 5&tX;>&- H I /F 2 0 6 ?r 
:frUTRAM2 0 7tCt«^U-C. T^-feXIll»-f-^' 
5 0 2 {CitJC-f^.SUfeJrri^'-feXlHlIfcT'-^' soot 
SiSM5 0 3 tc*f*S^«>iUBci&5Seffi5 0 1 1 

[0 0 58] ^fflJg*l 0 O t^jftSSJfel 0 6(cJ:«. 



T:^'-feX0Scx-:?5OO. 5 0 2S:fflU;tjlfit4, 131 

1 0 6 t^Sfl;3- F 3 0 1 3 0 4 S:iftS-r 

^t. a5(CSrtJ:3tw, SYNC/t^'— ^^3 0 SfctI 
ffll-f-:J'3 04tC, IC;5p-H1 0 7tC«»LT»r^Sr 
^'-feXlHH!!tx-:?5 0 0Srlinx^tO*>/o, iSgiJa-H 
tzMSS-ttmtV^Ttl^^OXMzX *)«S^'f-^ 3 0 

P r H U ;^ 7^- ^ 3 0 0 S Vl^ IJ 3 - H 3 0 1 i: 1 1 

mmmns^ i o o t^teiM^tt^. . ^^jsgss i o oti, 

1^(13- H 3 0 1 j&>^>«|i:Bg^r;P=f U XAt *!|tSg 
B§^x-:5'3 0 2S:m^fb^6. $/ilc, ^mVfz 

1 C^— H 1 0 7<07':J'-feX|llifer— :J'5 0 Oi&CPU 

2 0 40*ijffilfc: i 0 R AM 2 0 1 {C«J#t-C V^^r^'-fe 
X [gj&7*- 5 0 2 k ifc«WS ZbX\ aiiOSIESripJ 

[0059] laeti. H5-Cr^-bXlIl!a-r-^'5 00 

kr^'-fexiniigcx-^ 5 0 2*«— scLfcj©^tetj(t*r 

i^-^xm^y"-:^ 5 0 0, 502 Osfff$:^-r«tl:ElT- 

■feXEISc-f-:? 5 0 23&q^-igtfc=S:-r)Jt«^fc:*JttSr 
-t XIIIIRt*-^' 5 0 0. 502 <OMffS:^i^-r«tS:0T 

[006 0] 05fc*Sl^Tr^-feXl5Iigc7=>-^5OO. 

5 0 2*<-gi:t/iJ^tcti:, jim*^Bgi:L;t*.c75i: L 

oo<ocpu204«. mmmm^t: 

Mmi-htLhiZ, r:?-feXl51jgrTP-:J'5 0 2(CS^ffl 

5 0 3SraDSC-rS. ^LX. dcDffl^JJaHKOTii'-feX 
El&r-^' 5 0 2 i: L.T«^ ^ffi* 10 6 (CAC 
Ktil85:il6<rrS. 06Tt±, T^'-tXEStT^-^' 5 0 
2** r 5 J -Cft-^^i^-^K^ffi r 3 j t:MiLX r 8 j 
{CMffL, ACKW«Srii«-rS«^^^S^UTV>S. 
[0061] iJf^iJSI* 1 0 6 AC Kffi?g*»'^fi$n 
st^r^tf, r^'-fexi5l|gt7*-:?5 0 0tc^M5 0 1?r 
SOSCL. -e<7)<l?r»i3I^iOT:J'-trXIB]S:7'-:J'5 0 0t 
LT«j^-r&. S6-Cti, 4^^5151 0 6ffl!lTtT^-fe 
xi5iiic7*-^5 0 0^ rsj ;{,>4 rsj icSgfrtT^-^ 

[006 2] -Ifj. HS-TTrf-bXlillfcx-^SOO. 
5 0 2*q^-^fc:^-5/ii^tti. iilS*<fifeiiL55r*>o 
*t«,<^i:LT, 07fc:^t1-J:atc. T^'-fexEHaiT'-^' 
5 0 0, 502 OieWS-ffi-r^F-Scn- H ^-^RiS* 1 

0 6(Ci*(t-r*. 

[0063] C<07F-S:3- HS:SmL!^c^JR«§5f5 1 0 
6(4. ft^UT^.^Sr^'HrXiafft-r-^ 5 0 OteSSgffl 

50i^jn»tT. ■f<7>iii&r^'-fexiii3Sx-5'5 00 

t LT^fflSS*l 0 OtwH^m-S. l2Tt4« 
rSj «: rsj izj&giLXW!mmtX\.^t. 
[00641 Z<0^^^ :^JfiSS85Kl 0 61l!l<^ I CX?- H 

1 07<0CPU209(4. ffl^SX^'— h^OlMij3-H 
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jcimtX^j^m^l0 6iitT^-^xm&y^-^5 0 0^ 102 

^Lxwmmi-i.m^tzti. m^i^- k 3 o i ^mm 1 0 3 

kim3iLxms'izi-}^Bf:mm-r?>ioiz^m-i>. io4 

[00 6 51 ^ffliS*! 0 0fcl*Ji^Tt>, r^J'-feJ^E 105 

af'-^'<03e55Sr«aSU>i4^3RJg*cO I P T H UXf^ 1 0 6 

i5'fc-eOB$OiS»ij3-H5rRAM2 0 ltC:ffi1^L*Cl3 107 

't<?) I PT H uxi)^h<7immxi>tiiim^:3- h 3 200 

Ol3&<|gH§<tTV^S3&»ifd*»i&«ia-f-5. -tLT, - 20 1 

wcttLiiACKmn<7m^mtr^-txmw(.'f~9 5o 202 

0,50 2<7>wMit i^^xmm^mT l, T-gcr* 203 

tHmWLX\>^fc I PTK^X-r-^'3 OOiiiSijn- 2 04 

H 3 0 1 i:m^txmmt:mm-?> . 205 

[00 66] ^fc, ia6St;f®7lCi3(.^T, ACKffifg 2 06 

Hli. Bt^<LLTi&8ij3- Ki:*tcaii«t- 2 0 7 

tbX\'\ 208 

[00 67] iC0J;a(=T:7-feX|51iCT-'— :5'5 0 0, 5 209 

0 2t<-m-^x^ izmmt. m^xmi'r—s' 50 300 

0.50 2-¥m:^J:t%^i,Z-Wi^^h X o tc. Mft-r^ 301 

»fc:tlSij3-H?:S=S:'^>-li-S<!li:T', ®«<7)$>S^*^r 302 

^■feXHScf-'-rJ' 5 0 0 . 502$-#^dfct<J:dt t 3 03 

T t)ifftttcilS"j3- H 3 0 1 vl t !&-4>Mtff*^' 3 0 4 

Effli'Sryiri^), ^ttOSbVv2^S<7)jlfi*«^figfc^:S. 305 

:i(o^{,^mm^-m,i.z^'<xmM.mifi'y^£ 306 

=&< r t, j(M«rigiSfli-e# s . 3 o s 

[mmcomm^j:m.BM] 309 

[0 1 ] *5|Bjtc<S^ji«i^xr A3Wiffl§^^^.^> •/ h 3 10 

V-:?' <Ofll«0T'«> S . 4 0 0 

[02] IC;*-H<0«jSHt^*S. 401 

[03] ^ij3-KSrfflV^:'trnbri;KO«fct:0r* 402 

403 

[04 ] «m»tCi«Sij3- HgSgLfc^-^ora h 4 04 

«0itt;l2-CS)-S.. 405 

[05 ] r^'-fe;^IIl^-r-^'S:flav^;^<:ro h3/i^iO«tt: 4 0 6 

0T*S. . 4 07 

[06] 05tci3V^TTi?-fe;«>Ii|jgC7'-:?**-SI:L^:i© 500 

•&cOji(t<Offifct:0-C*. t. 5 0 1 

[071 05tcfcv^TT^-b;^Ii]S:-r— ^'3!)«?F— Sctc^S: 502 

-5^^O)Wt(O«|;t:0T* S , 5 0 3 

[t9F^<^SiBB] 
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